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Inspectors expectations on industry from different
authorities: FDA, ANVISA, MHRA, WHO

� The main regulatory expectation for data integrity is to comply 
with the requirement of ALCOA (Attributable, Legible, 
Contemporaneous, Original, Accurate) principles for API and FP. 
Including:

�General Documentation (SMF, Quality Manual, Policies,VMP, 
others)

�Production documentation (BR) and records (ie differential pressure
sheet, T/RH%, cleanign sheets, etc).

�Quality control documentation (analyst logbooks) and récords 
(Stability Protocol, raw data and Report, equipments logs, 
T/RH% sheets, etc)

�Equipments and sistems Audit trail
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Inspectors expectations on industry from different
authorities: FDA, ANVISA, MHRA, WHO

�The main regulatory expectation for data integrity is to 
comply with the requirement of ALCOA (Attributable, 
Legible, Contemporaneous, Original, Accurate) principles for 
API and FP. Including:

�Process equipment (computerized system / no computerized): 
logs, calibrations status, qualification status & verification, 
maintenance program & records, etc.

�Computerised Systems: SOPs, challenges, CSV & continuous
verification

�Archiving and archivist role

�Data entry role

4
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Inspectors expectations on industry from different
authorities: FDA, ANVISA, MHRA, WHO

� The main regulatory expectation for data integrity is to comply 
with the requirement of ALCOA (Attributable, Legible, 
Contemporaneous, Original, Accurate) principles for API and FP. 
Including:

�ERP like SAP: secure meassures

�Job description and induction as well as continuous training 
including GDocP&DI

�Contracts & Quality Agreements

�Clear role of parts

�Cover each step contracted by ALCOA

5

Inspectors expectations on industry from different
authorities: FDA, ANVISA, MHRA, WHO

� The main regulatory expectation for data integrity is to comply 
with the requirement of ALCOA (Attributable, Legible, 
Contemporaneous, Original, Accurate) principles for API and FP. 
Including:

�OOS , OOT, deviation management, chanhe control, PPQR 
documents and CAPA follow up

�Inspection/Internal/External audits & CAPA follow up

�Storage documents

�Dispatch and Distribution documents

6
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Inspectors expectations on industry from different
authorities: FDA, ANVISA, MHRA, WHO

� Paper requirements = electronic requirements

�Requirements for record retention and review do not differ by data 
format.

�Paper-based and electronic data record-keeping systems are subject 
to the same requirements.

� Relationships between data and their metadata should be 
preserved in a secure and traceable manner (ie analyst log 
books, BR RM weights, BR conciliation, etc.)
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Typical documentation failures 
and how to avoid them key learning points

�Incomplete documentation

�Complaint all the time without make a phone call 
or a meeting

�Try to solve the problem and not the root cause

�Documents are completed late

�Lack of Documentation traceability challenges

�Lack of CAPA Plans follow up

8
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Key learning points

�Data Integrity and its Governance is the Focus

�Policies, Procedures, and Training:

�Data integrity training will be given as first time and on an annual 
basis for all employees.

�The training must include organizational mission, the critical need 
for

honesty, and full disclosure in all analytical reporting, plus how and 
when to report data integrity issues and record keeping.

�Training will include discussion of all data integrity SOPs and 
training

documentation including how to document analytical records.

�Employees must understand that failure to follow the laboratory 
data and or manufacturing, storage, distribution data and 
procedures will result in a detailed investigation that could lead to 
very serious consequences for the Health of the Public 
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Key learning points

�Data Integrity and its Governance is the Focus

�Policies, Procedures, and Training:
�A copy of all training materials will be given to each trainee and kept, 

including  signature attendance sheets 

�Evaluation to demonstrate understanding

�Senior managers actively support and implement the data integrity 
procedures.

�Specific examples of breaches of unethical behavior should be 
discussed

(improper data manipulations, no calibrated and use, inappropriate 
changes in ……..

�Data integrity training requires emphasis on the importance of proper

recording of data with examples of both poor and acceptable records.

�Information and commitment about ethics should be available and 
agree by employees.

10
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Detection of poor 
documentation practices 

and falsification
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Source:
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More than statistics….
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New England Compounding:
Meningitis Outbreak 2012

Pharmacy technicians instructed to prioritize production over cleaning
and disinfecting

Pharmacy technicians instructed to falsify cleaning records

Neglected to investigate contamination found in the
clean rooms

64 reported deaths, >800 patients sickened

President sentenced to 9 years in prison

Other employees charged with multiple criminal acts
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Takata: Auto Airbags 2015

• Potential danger of spraying shrapnel caused by defective air bag
inflators when the air bag goes off

Takata engineers removed some test results to artificially reduce•

variability in air-bag inflator performance

"Takata provided inaccurate, incomplete and misleading information 

regulators for nearly a decade," said NHTSA spokesman Bryan 

Thomas. "Had they told the truth, Takata could have prevented this 

from becoming a global crisis.“

• to

15 deaths, 100 injuries

100 million vehicles worldwide, ~33 automotive brands

Defective airbags still in cars

Toyota 
example

Peanut Corporation of America:
Salmonella Outbreak 2008-09

• In some cases, company officials falsified lab results, stating peanut products

were safe to eat when tests showed otherwise, or when products had never
been tested at all, according to court papers. - The Wall Street Journal

The company shipped product with falsified Certificates of Analysis (COA),•

which attested to the purity of contaminated lots

CEO wrote in a March 2007 email to a plant manager about contaminated 

products: "Just ship it. I cannot afford to lose another customer."
•

9 reported deaths, >700 consumers sickened

CEO sentenced to 28 years in prison;

others sent to prison including Plant Quality Manager

Plant closed & company liquidated
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Audit Trail Review 

27

What are ‘computer systems’ and “control”
in WHO GDocP&DI?

19

computerized  system. A computerized system collectively controls the 
performance of one or more automated processes and/or functions. It 
includes computer hardware, software, peripheral devices, networks 
and documentation, e.g. manuals  and  standard  operating  
procedures,  as  well as  the  personnel interfacing with the hardware 
and software, e.g. users and information technology support personnel.

control strategy. A planned set of controls, derived from current 
protocol,  test  article or  product  and  process understanding,  which 
assures protocol compliance, process performance, product quality 
and data reliability, as applicable. The controls should include 
appropriate parameters and quality attributes related to study subjects, 
test systems, product materials and components,  technologies  and  
equipment,  facilities, operating  conditions, specifications  and  the  
associated  methods   and  frequency  of  monitoring and control.
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What is an ‘audit trail’?

Secure, computer-generated, time-stamped
electronic record that allows for reconstruction of

events relating to the creation, modification, or

deletion of an electronic record

Chronology: who, what, when, and sometimes

why of a record

CGMP-compliant record-keeping practices 

prevent data from being lost or adulterated

/modified
15

As per WHO GDocP&DI guideline

� For example, in a paper record, an audit trail of a change would be 
documented via a single-line cross-out that allows the original entry to 
remain legible and documents the initials of the person making the 
change, the date of the change and the reason for the change, as 
required to substantiate and justify the change. In  electronic records, 
secure, computer-generated,  time- stamped audit trails should allow 
for reconstruction  of the course of events relating to the creation, 
modification and deletion of electronic data. Computer- generated 
audit trails should retain the original entry and document the user 
identification, the time/date stamp of the action, as well as the reason 
for the change, as required to substantiate and justify the action. 
Computer-generated audit trails may include discrete event logs, 
history files, database queries or reports or other mechanisms that 
display events related to the computerized system, specific electronic 
records or specific data contained within the record

30
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Audit trails Can find

� Overwriting

� Aborting runs 

� Testing into compliance

� Deleting 

� Backdating 

� Altering data

16

QC

ERP

How often
be

For audit trails

should audit trails
reviewed?

that capture changes to critical

data, recommends review of each record
before final approval of the record.

Audit trails subject to regular
include changes to:

review should

history of finished product

sample run sequences 

sample identification

test results

critical process parameters
Acess protection
Internal audits 20
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How often should audit trails be
reviewed?

• FDA recommends routine scheduled
audit trail review based on the complexity

use.of the system and its intended

21
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Log File Review
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Note: dogs and 
cats are friendly 
and we don´t 
have pest control 
policies againts 
them at this 
Company

40
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� Batch record review is typically a verification step that 
confirms the acceptability of the manufacturing and 
packaging processes. If, however, the guarantee of 
efficacy, safety and quality of the product 

� Because the review process is so common, its importance 
may be overlooked beyond the regulatory requirement 
found in the current good manufacturing practices 
regulation. 

� Proper controls not only during internal audits but also after 
information from investigation of corrections , deviations, 
complaints, that can lead to both corrective and 
preventive action—even process improvement, should be 
in place

41

CGMP Key control records

� Equipment cleaning and use log

� Component, drug product container, closure, and labeling 
records

� Master production and control records

� Batch production and control records

� Production record review

� Laboratory records

� Distribution records

� Complaint files.

� Others

42
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BR review: at least but not only

• Dates; times; signatures

• Identity of individual major equipment and lines used

• Specific identification of each batch of component or in-process material used

• Weights and measures of components used in the course of processing

• In-process and laboratory control results

• Inspection of the packaging and labeling area before and after use

• A statement of the actual yield and a statement of the percentage of theoretical yield at 
each step of processing

• Complete labeling and packaging control records including materials conciliation

• Description of drug product containers and closures

• Any sampling performed

• Identification of the persons performing and directly supervising or checking each 
significant step in the operation

• Any investigation or observations made

43

Log manteinance: at least but not only

�Preventive manteniance Plan (PMP)

�Sheets in accordance to previous one

�SOPs for performing manteinance

�Deviations on manteinance not done

�Follow up of PMP

�Internal Audit challenge ezmaple

44
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Log analyst : at least but not only
The analytical worksheet is an internal document to be used by the analyst for recording information about the sample, the test procedure, calculations and 
the results of testing. It is to be complemented by the raw data obtained in the analysis.

Numbered and review/revised with analyst

the registration from sample till final result: data traceability

� page numbering, including the total number of pages (and including annexes);, date of the test request;, the name and signature of the analyst;

� Product, dosage, lot number, a description of the sample received;

� references to the specifications including the limits and analytical technique;

� the identification of the test equipment  used  and its status control

� the identification number of any reference substance used 

� the identification of reagents and solvents employed;

� the results obtained and the interpretation of the results and the final conclusions 

� approved and signed by the supervisor; and any further comments, for example, for internal information or any deviation from the prescribed 
procedure,

� tests and the date on which the results were received and All values obtained from each test, including blank results, should immediately be entered on 
the analytical worksheet and all graphical data, including instruments records

� The completed analytical worksheet should be signed by the responsible analyst/s 

� The analytical worksheet should be kept safely together with any attachments, including calculations and recordings of instrumental analyses.

45

Data-processing equipment: at least but not only

� For computers, automated tests or calibration equipment, and the  collection, processing, 
recording, reporting, storage or retrieval of test and/or calibration data, the laboratory 
should ensure that:

� computer software developed by the user is documented in suffi cient detail and appropriately 
validated or verified as being suitable for use;

� procedures are established and implemented for protecting the integrity of data. Such 
procedures should include, but are not limited to, measures to ensure the integrity and 
confidentiality of data entry or collection and the storage, transmission and processing of data. In 
particular, electronic data should be protected from unauthorized access and an audit trail of any 
amendments should be maintained;

� computers and automated equipment are maintained so as to function properly and are 
provided with the environmental and operating conditions necessary to ensure the integrity of test 
and calibration data;

� procedures are established and implemented for making, documenting and controlling changes 
to information stored in computerized systems; and

� Backed-up data an disarter recovery procedures

46



08/06/2018

24

Log equipments: at least but not only

�Calibration status

�Qualification status

�The famous: out of used

�When 

�Why

�How long

�Substitution is available

�How work is done?

47

48

How to establish a compliant 
and under control process
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� Major data and documentation problems may be categorized as data 
recording and storage, data responsibility and verification, and miscellaneous 
documentation practices.

� Actions to be implemented:

�Details in documentation and policies and practices addressing the 
goal of staff understanding

�Training on data and documentation practices based on own 
examples.

�Senior management support of activities to address data and 
documentation problems is necessary for successful improvement of 
substandard practices.

�Compliance personnel must continually be aware of the potential for 
documentation problems when original data are not routinely 
reviewed.

�Controlling the issuance of blank paper templates for data recording 
of GXP activities so that all printed forms can be reconciled and 
accounted for

49

Actions to be implemented:
�Restricting user access rights to automated systems to prevent (or audit 

trail) data amendments;

�Ensuring automated data capture or printers are attached and 
connected to equipment, such as balances, to ensure independent 
and timely recording of the data;

�Ensuring ease of access to locations of sampling points (e.g. sampling 
points for water systems) to allow easy and efficient performance of 
sampling by the operators and therefore minimizing the temptation to 
take shortcuts or falsify samples;

�Restricting the ability to change any clock used for recording timed 
events, for example, system clocks in electronic systems and process 
instrumentation.

�Ensuring controlled forms used for recording GXP data (e.g. paper 
batch records, paper case report forms and laboratory worksheets) are 
accessible at the locations where an activity is taking place, at the time 
that the activity is taking place, so that ad hoc data recording and later 
transcription is not necessary

50
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Actions to be implemented:

� Maintenance  of record-keeping  systems: owner 
responsibilities an back up

� Tracking and trending of invalid and aberrant data : Internal 
audits based on QRM principles and FPQR

� Systemic review of audit trails

� Contracts and Quality Agreements for third parties ie,
archive companies follow up and auditing on compliance: 
is fire incidents are considering??

� To be trustful: GdocP&DI is culture and habit, not only 
Guidelines to be accomplished

51

Document inventory and 
reconciliation: archiving and recovery

52
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Document inventory and reconciliation

�List of main documents

�Documentation SOP

�SOP of SOPs

�Version management

�Current

�Obsolete

�Where they are kept

�How to demonstrate traceability and recovery?

53

As per WHO GDocP&DI guideline

�data  governance.  The totality  of 
arrangements  to  ensure  that  
data,irrespective of the format in which 
they are generated, are recorded, 
processed, retained and used to ensure a 
complete, consistent and accurate 
record throughout the data life cycle.

54
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Contracts & Quality Agreements

Quality Policy

Qualification & Validation
Change control system

SOPs
Site Master File

Organization ChartQuality Manual

Quality Policy

Audits & CAPA

KPIs

others

Archiving and recovery

�Data retention may be for archiving 
(protected data for long-term storage) or 
backup (data for the purposes of disaster 
recovery).

�Data (or a true copy) generated in paper 
format may be retained by using a validated 
scanning process 

�Procedures for destruction in accordance to 
QRM and legislative retention requirements.

56
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Archiving and recovery

�Archive

�A designated secure area or facility (e.g. cabinet, room, 
building or computerised system) for the long term, retention 
of data and metadata for the purposes of verification of the 
process or activity.

�Archived records may be the original record or a ‘true 
copy’ and should be protected so they cannot be altered 
or deleted without detection and protected against any 
accidental damage such as fire or pest.

�Legacy systems can no longer be supported, consideration 
should be given to maintaining the software for data 
accessibility purposes (for as long possible depending upon 
the specific retention requirements): virtual environment.

�Migration process

57

Archiving and recovery

�Established procedures and train should ensure that data of 
appropriate accuracy, completeness, content and meaning 
are collected and retained for their intended use: dynamic 
storage & static 

�Backup

�A copy of current (editable) data, metadata and system 
configuration settings maintained for recovery including disaster 
recovery. 

�Backup and recovery processes should be validated and 
periodically tested. 

�Backups for recovery purposes do not replace the need for the 
long term, retention of data and metadata in its final form for the 
purposes of verification of the process or activity.

58
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GMP requirements 
vs. Knowledge Management

�GMP requirements:

�GDocP&DI including QRM principles that assure the validity, completeness 
and reliability of data;

�By implementing quality metrics, also through PPQR

�CAPA plans follow up on deviations in GDocP&DI

�Knowledge management and Company performance:

� Training

� To avoid fair

�Assurance that personnel are not subject to commercial, political, 
financial and other organizational pressures or incentives that may 
adversely affect the quality and integrity of their work

�Allocation of adequate human and technical resources for data 
generation and record keeping do not increase errors

59
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Exercise: BR review: 
traceability and data 

integrity

61

Some times you can find…

62
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Check list sterility test

Cccccc: pass
Vvvvvvv:pass
Dif.pres: pass
EM 1: 0UFC/d                     1
EM staff: RH 5UFC/d – LH 10UFC/d
Final result: pass

??????
Used by QC
on March/16

BR review: some
data missing. I put an alarm
For Poduction! Mr. QA Manager

sor1

Instructions

� Include the ALCOA principle into BR using as example the
flowchart provided

� Answer the following questions thinking in the review
process:

� How can data criticality be assessed?

� How should the company design and control their paper 
documentation system to prevent the unauthorized recreation of 
GMP data?

� What controls should be in place to ensure original electronic and 
or paper data is preserved?

� Why is it important to review electronic data?

� What are the expectations for the self-inspection program related 
to data integrity in BR review?

64

Use the flowchart



Diapositiva 63

sor1 sandra olga rumiano, 26/05/2018
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65

Source:

66

Records –
Life Cycle 
and data 
integrity 
issues
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� EMA ‘Data lifecycle’ refers to how data is generated, processed, 
reported, checked, used for decision-making, stored and finally 
discarded at the end of the retention period, including interchange 
between Organization.

� WHO includes in Data life cycle the Validation for assessing risk and 
developing quality risk mitigation strategies for the data life cycle, 
including controls to prevent and detect risks throughout the steps 
of:

�data generation and capture;

�data transmission;

�data processing;

�data review;

�data reporting, including handling of invalid and atypical data;

�data retention and retrieval;

�data disposal.

67

� Activities might include, but are not limited to:

� determining the risk-based approach to reviewing electronic data and audit trails based upon 
process understanding and knowledge of potential impact on products and patients;

� writing SOPs defining review of original electronic records and including meaningful metadata such 
as audit trails and review of any associated printouts or PDF records;

� documenting the system architecture and data flow, including the flow of electronic data and all 
associated metadata, from the point of creation through archival and retrieval;

� ensuring that the relationships between data and metadata are maintained intact throughout the 
data life cycle.

� SOPs and training.  The validation activities should ensure that adequate training and procedures 
are developed prior to release of the system for GXP use. These should address:

� computerized systems administration;

� computerized systems use;

� review of electronic data and meaningful metadata, such as audit trails, including training that may be 
required in system features that enable users to efficiently and effectively process data and review 
electronic data and metadata. 

� Other validation controls to ensure good data management for both electronic  data  and  
associated paper  data  should  be  implemented  as deemed appropriate for the system type and 
its intended use.
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Supply Chain

All actors in the supply chain play an important part in
overall data integrity and assurance of product quality.

Data governance systems should be implemented from 
the manufacture of starting materials right through to the
delivery of medicinal products to persons authorised or 
entitled to supply medicinal products to the public.

Responsibilities should be documented in the contracts 
between the relevant parties. 

Final responsibility of ensuring compliance throughout the
supply chain rests with batch certifying AP/RP/QP

GMP Record Lifecycle

70
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GMP Documents must be controlled, therefore, they require:

Controlled distribution circuit.

Controlled copies: copies of the controlled documents authorized by DT and / or Quality Guarantee to 
be delivered to the user responsible for the execution of the process or control of the system 
contemplated therein.

The documents must be modified after impact analysis, by exchange control system or revision for 
purposes of clarification / verification / expected expiration.

The documents must not be modified without prior authorization within the framework of the Quality 
System

The documents must not be overwritten or contain manuscript annotations or clarifications that 
escape the original content (for example, modifications of analytical techniques in the laboratory 
outside the Quality System made by analysts based on the experience of daily work or the 
simplification of calculations).

The documents must not have ambiguous contents: the title, objective, scope and procedure must be 
clearly stipulated.

They should be written in an orderly style and be verifiable, easy to understand and provide training.

Reproductions of working documents from master documents must have traceability of the source 
document and be verified to ensure that the original information was not modified / adulterated.

GMP Documents must be controlled, therefore, they require:

The replaced documents must be retained for a specified period of time, it is 
recommended at least one year after the expiration of the last product that 
has been manufactured based on the document in force at the time of 
manufacture / process.

When the documents require data registration, they must be clear, legible 
and made in an indelible blue color. It must be provided in the design with 
enough space for the records.

Electronic data processing systems, photographic media, or other reliable 
means of conserving documentation may be used.

Documents must be available at the place of use.

Documents stored electronically must be protected by means of a back-up 
or magnetic tapes, microfilms, paper prints or other means and upon 
request.
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Level 1: why?

Level 2: what, when, 
where, who?

Level 3: how is done?

Level 4: records for
demonstration

Policies

SOPs

QM; SMF; PMV

Batch records, monitoring records, maintenance work orders, logbooks, identification 
documentation of areas, equipment, products, raw materials (clean vs. dirty, in operation, 
quarantine, etc.), analyst notebooks , etc

Example Revision frequency Lifecycle

Quality / Environmental Policy /
Social / Documentary
Quality Manual
Master File of the Site
Organization chart

Upon request

Every 2 years
Every year
Upon request

1 Year and keeping last version and 

follow up at least as pdf

Legal documentation
Contracts
Regulatory Document
Marketing authorization

Upon request Till product involved is discontinued + n 

years

Training Plan/Capacitation program/
Calibration Plan
Preventive Maintenance Plan
Internal audits plan
External audits plan

1/year 1 Year and keeping last version and 

follow up at least as pdf

SOPs Every 2-3 years 1 Year and keeping last version and 

follow up at least as pdf

BR and analystys logoboks Upon request 1 Year and keeping last version and 

follow up at least as pdf after product 

expiration, 10 years in some 

Companies
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Control Mechanisms

75

� Real time quality reviews

�ALCOA challenge on document review

� Risk management training on GDocP&DI

� Audit trails challenge

� Root cause on 

� Trends on Overwriting

� Trends of Aborting runs

� Trends on Deleting

� Altering data trending

� Human factors management

� Review & Audits on:

� Written procedures

� Training programs

� Record review & maintenance

� Audits  & self-inspections of governing processes

76
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� Backdating & recovery systems challenge

� Human behavior

� Ethics declaration and codes of conduct

� Alone vs groups

� How to manage the ethics compliance: HR or GC???

� Factor for data governance success:

� As part of PQS

� Job description

� Contracts

� Challenge on recovery

� Automatic data capture evaluation and implementation

77

Control Mechanisms
78
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Exercise: 
internal audit process
practice: instruction: 

follow the supply chain
prepare the Audit /area

80
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Dra.S.Rumiano   PLF     2008 www.sandrarumiano.com
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Ejemplo Industria Farmacéutica:por qué ella?

Proveedores:
materiales

semielaborados
terminados

Procesos dentro de la Compañía:
recepción

almacenamiento
preparación
producción

control de calidad
aseguramiento de la calidad

transporte
procesamiento de pedidos

ingeniería
PMA/HSI
registros

investigación & desarrollo

Distribución 
y actividades 
relacionadas

Ventas

Marketing

Clientes

Clientes

Clientes

médico

farmacia

paciente

FLUJO DE INSUMOS Y PRODUCTOS PARA EL ABASTECIMIENTO

FLUJO DE INSUMOS Y PRODUCTOS INVOLUCRADOS EN PROCESOS SECUNDARIOS (devoluciones, reprocesos, cambios)

INFORMACION HACIA FUERA DE LA CADENA DE ABASTECIMIENTO

INFORMACION HACIA ADENTRO DE LA CADENA DE ABASTECIMIENTO

Source: Thesis in SCM as competitive advantage Dr. Sandra O. Rumiano

Exercise: 
internal audit process
practice: examples for

the role play:addressing 
ALCOA inside

82
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Presentation 
of results by 
each working 
group 
(10 mins)

85

Conclusions & Adjourn

86



08/06/2018

44

�Importance of Quality Culture

�Creating a data culture

�To be colaborative on internal and 
external training

�To assure to be trust

�For the patients that depend on us 
to do it right.

87

On behalf of dcvmn

Thank You!

Dr. Sandra O. Rumiano
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