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Attributable               Who performed an action and when? If a record is changed, 
who did it and why?

Link to the source data.

Legible                       Data must be recorded permanently in a durable medium and
be readable.

Contemporaneous    The data should be recorded at the time the work is performed
and date / time stamps should follow in order

Original                      Is the information the original record or a certified true copy?

Accurate                    No errors or editing performed without documented
amendments.
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Data integrity: Not a new concept: FDA 
Principles from the paper-and-ink era still apply:

• 211.68 requires that backup
data are exact and

• 211.180 requires true
copies or other accurate 
reproductions of the original 
records; and
211.188, 211.194, and
212.60(g) require complete 
information, complete data 
derived from all tests, 
complete record of all data, 
and complete records of all 
tests performed.

complete, and secure
alteration, inadvertent 
erasures, or loss.

from

•• 212.110(b) requires that
data be stored to prevent 
deterioration or loss.
211.100 and 211.160
require that certain activities 
be documented at the time 
of performance and that 
laboratory controls be 
scientifically sound.

•

8

Computerized systems (5.4):

API - ICH Q7

unauthorized access or changes to data. There should be

permanent loss of records, a back-up system should be

•  Computerized systems should have sufficient controls to prevent

controls to prevent omissions in data (e.g., system turned off and 
data not captured). There should be a record of any data change 
made, the previous entry, who made the change, and when the 
change was made.

•  If system breakdowns or failures would result in the

provided. A means of ensuring data protection should be 
established for all computerized systems.

Q7 Good Manufacturing Practice Guidance for
Active Pharmaceutical Ingredients

Computerized systems (5.4):
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Computerized systems (5.4):

validated.

should demonstrate the suitability of computer hardware

the quality of intermediates or API or the reliability of

Pharmaceutical Ingredients

Computerized systems (5.4):
• GMP-related computerized systems should be

• Appropriate installation and operational qualifications 

and software to perform assigned tasks.

• Incidents related to computerized systems that could affect

records or test results should be recorded and 
investigated.

Q7 Good Manufacturing Practice Guidance for Active

API - ICH Q7
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� Heath of the Public affected
� Private and Public property can be affected
� FP shortages
� Loss of consumer confidence
� Non-compliance in NRA inspections can result in finantial

impact:

� Loss of Market opportunities

� Product applications review suspended

� Market & share price reduction
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Road to Compliance: GAP analysis
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� Paper
� Data generated manually on paper may require independent 

verification if deemed necessary from the data integrity risk 
assessment or by another requirement.

� Consideration should be given to risk-reducing supervisory measures. 

� Electronic 
� The inherent risks to data integrity relating to equipment and 

computerised systems may differ depending upon the degree to which 
the system generating or using the data can be configured, and the 
potential for manipulation of data during transfer between 
computerised systems during the data lifecycle. 
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Individuals learn best when they 
are ready to learn and when they 
have identified their own learning 

needs. 
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