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Attributable Who performed an action and when? If a record is changed,
who did it and why?
Link to the source data.

Legible Data must be recorded permanently in a durable medium and
be readable.

Contemporaneous The data should be recorded at the time the work is performed
and date / time stamps should follow in order

Original Is the information the original record or a certified true copy?
Accurate No errors or editing performed without documented
amendments.
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Data integrity: Not a new concept: FDA

Principles from the paper-and-ink era still apply:

/
\° « 211.68 requires that backup ~ « 211.180 requires true
" / data are exact and copies or other accurate

| /
/ complete, and secure from reproductions of the original
\ | / alteration, inadvertent records: and
erasures, or 0ss. . 211.188, 211.194, and

+212.110(b) requires that
/ data be stored to prevent

212.60(g) require complete
/ deterioration or loss.

information, complete data

/

/ '+ 211.100 and 211.160 derived from all tests,

. require that certain activities complete record of all data,
be documented at the time and complete records of alll
of performance and that tests performed.

laboratory controls be
scientifically sound.

> API - ICH Q7

s Computerized systems (5.4):

/'|* Computerized systems should have sufficient controls to prevent
/ unauthorized access or changes to data. There should be
controls to prevent omissions in data (e.g., system turned off and
~ data not captured). There should be a record of any data change
made, the previous entry, who made the change, and when the
/ change was made.

* If system breakdowns or failures would result in the
permanent loss of records, a back-up system should be
provided. A means of ensuring data protection should be
established for all computerized systems.

Q7 Good Manufacturing Practice Guidance for
Active Pharmaceutical Ingredients




N API - ICH Q7

Computerized systems (5.4):

| 7T+ GMP-related computerized systems should be
validated.

« Appropriate installation and operational qualifications
should demonstrate the suitability of computer hardware
/ and software to perform assigned tasks.

 Incidents related to computerized systems that could affect
the quality of intermediates or API or the reliability of
records or test results should be recorded and
investigated.

Q7 Good Manufacturing Practice Guidance for Active
Pharmaceutical Ingredients
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Annex 5

Guidance on good data and record management practices

1. Introduction 167

2. Aims and objectives of this guidance 169

3. Glossary 169

4. Principles 173
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Principles

Management governance and quality audits

Training in good data and record management

e N » s

Good documentation practices

10. Designing and validating systems to assure data quality
and reliability

12. Addressing data reliability issues

Contracted organizations, suppliers and service providers

11. Managing data and records throughout the data life cycle

Quality risk management to ensure good data management
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Data mtegrity (NEW August 2016)
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Expand all i in this I

Rata inteorify,

2. How can data criticality be ass;ssed?

3. What does 'Data Lifecycle’ refer to?
4. Why_is 'Data lifecvcle’ management important to ensure sffective data integrity measures?

2. What should be considered when reviewing the 'Data lifecycle™
6. 'Data lifecycle”: What risks should be considered when assessing_the generating and recording of data?
7. 'Data lifecycle’: What risks should be considered when assessing_the processing data into usable information?

£. Data lifecycle’s What risks should be considered when checking the completeness and accuracy of reported data

and processed information?
9. "Data lifecycle’: What risks should be considered when data (or results) are used to make a decision?
10. 'Data lifecycle’: What risks should be considered when retaining and retrieving data to protect it from loss or
unauthorised amendment?
. - le’: What risks should | iered when relpt r Lof dala | trolled ¢ it
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YRSt Tisks should be considered When Tetnng of diseosal of data in 3 controlled manner 3t the

1 end of its life?

12, Is it required by the EU GMP to implement a specific procedure for data inteqrity?

413, How are the data integuity expectations (ALCOA) for the pharmaceutical industiy prescribed in the existing £U
:.fnuns.nuhi:hﬁi.m.ﬁudmlﬁmhmsﬁ_

\ creatlon of GMP data?
| 12 What controls should be in place to ensure orjcinal electronic data is preserved?
\
| 16, Why is it important fo review electronic data?
17. Is a risk-based review of electronic data acceptable?
\| 18. What are the expectations for the self-inspection program related to data integrity?

| 19, What are my comeany’s responsibilities relating to data intearity for GMP activities contracted out to another

|| Sompany2
20. How can a recipient (contract giver) build confidence in the validity of documents such as Certificate of Analysis

(CoA), _provnded bv 3 supJJIler (conh act acceptor)?

e ey

Wwwmmmmm
23, Where does my company’s responsibility beain and end in relation to data intearity aspects of the supply chain
for medicinal products?
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Define what will be done
WHY
Stated once

Evidence

—

The Documentation Pyramid
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Heath of the Public affected
Private and Public property can be affected
| FP shortages
' | Loss of consumer confidence
| Non-compliance in NRA inspections can result in finantial
impact:
Loss of Market opportunities
Product applications review suspended

Market & share price reduction
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ICH Q8(R2) - Pharmaceutical
| Development

Related Activities

ICH Q9 - QRM
Related
Activities

ICH Q10 - PQS
Related Integrated
Activities

* Gain product and process knowledge
* Knowledge supports transfer between
development and manufacturing to

achieve product realization

* Forms the basis for the manufacturing
process

* Improves effectiveness of control
strategy

* Contributes to processes validation and
ongoing continual improvement

* Advance understanding through scale-
up activities

* Provide preliminary indication of
process performance and successful
integration into manufacturing

* Gain knowledge from transfer and
scale up activities to enhance the
basis for the control strategy
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Quality Risk Management Process - Q9

Initiate
( Quality Risk Management Process )
I

rRlsKAssessmem |
- Process
B Development
[ mokgwaluanon |
=
£ g
é Risk Control E
g Risk Reduction _— §
5 fer i-| Control Strategy
3 - :| D lopment
i g | Develop
‘_': ommo:&m';:::mn:nm:,w”
= Continual
¢ P—— \4 Improvement
|| _4/ || of the product

Pharmaceutical Quality System - Q10

Pharmaceutical Quality System

Pharmaceutical Technology Commercial Product
Dsvelopment Transfer Manufacturing <~ Discontinuation

GMP

Management Responsibilities

Process Performance & Product Quality Monitoring System
POS Corrective Action / Preventive Action (CAIPA) System
slements Change Management System
Management Review

Knowledge Management

bl
Enablers Quality Risk Manage ment
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3;\ Paper

ﬁ,/Data generated manually on paper may require independent
/ verification if deemed necessary from the data integrity risk
assessment or by another requirement.

yﬁonsideration should be given to risk-reducing supervisory measures.
Electronic

|/ The inherent risks to data integrity relating to equipment and
computerised systems may differ depending upon the degree to which
the system generating or using the data can be configured, and the
potential for manipulation of data during transfer between
computerised systems during the data lifecycle.
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/ /

/
/ Individuals learn best when they

I/ _-are ready to learn and when they

~~ have identified their own learning
) needs.




$$ %

5/







?

0













